@ International Journal of Leading Research Publication (IJLRP)
IJLRP

E-ISSN: 2582-8010 e Website: www.ijlrp.com e Email: editor@ijlrp.com

Towards A Robust Cyber Legal Framework in
India: Bridging the Gaps

Shilpa Khandelwal?, Dr. Neetu Nawal?

'Research Scholar, Research Supervisor
1.25chool of Legal Studies & Governance, Career Point University, Kota, Rajasthan

Abstract

In the modern digital era, cybercrimes have emerged as a significant challenge, threatening
individuals, organizations, and governments alike. Despite having a legal framework, India’s
legislative measures often fall short in addressing the dynamic nature of cyber threats. This article
examines the current legal framework for cybercrimes in India, identifies critical gaps, and
proposes actionable recommendations to bridge these gaps. By focusing on key challenges such as
jurisdictional issues, lack of comprehensive laws, and low reporting rates, the article underscores
the importance of updating legislation, enhancing international cooperation, and building capacity
to tackle cybercrimes effectively.
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Introduction

The rapid digital transformation witnessed over the last few decades has revolutionized how
individuals, businesses, and governments operate. While this shift has brought unparalleled convenience
and connectivity, it has also created new vulnerabilities that cybercriminals are quick to exploit.
Cybercrimes—ranging from phishing scams and ransomware attacks to cyberstalking and identity
theft— pose a significant threat to personal privacy, economic stability, and national security.

In India, where internet penetration and digital adoption have grown exponentially, the rise in
cybercrimes is particularly concerning. Despite having legal frameworks like the Information
Technology Act, 2000, the dynamic nature of technology often outpaces legislative and enforcement
capabilities. This article delves into the existing legal landscape, identifies critical gaps, and suggests
robust measures to ensure India’s cyberspace remains secure and resilient.

The Rise of Cybercrime in India, with Easy-to-Understand Stats and Examples of New Types
of Online Crimes

India’s increasing reliance on digital infrastructure has led to a parallel rise in cybercrimes.
According to a recent report by the National Crime Records Bureau (NCRB), cybercrime cases in India
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increased by over 11% in 2022 compared to the previous year.! This upward trend highlights the
growing threat posed by cybercriminals who exploit technological advancements to target vulnerable
users and systems.

Key Statistics:

e Ransomware Attacks: India ranked among the top 10 countries most affected by
ransomware attacks in 2022, with sectors like healthcare and finance being primary
targets.?

e Online Banking Fraud: Cybercriminals siphoned off over INR 1,000 crore through online
banking frauds, highlighting the urgent need for secure digital payment systems.?

e Phishing Incidents: A 20% increase in phishing attacks was recorded in the last year,
targeting individuals with fake emails and messages to steal sensitive information.*

Emerging Types of Cybercrimes:
» Deepfake Scams:

1. Cybercriminals use Al to create realistic but fake videos of individuals to defame or extort
money.® Deepfake technology, powered by Al, is used to create highly convincing but
entirely fabricated videos or audio recordings of individuals. These videos can make it
seem like someone is saying or doing something they never actually did, which is a
powerful tool for cybercriminals to exploit. For example, a deepfake might be used to
impersonate a CEO or high-profile figure, leading to fraudulent financial transactions or
extortion schemes. The rise of this technology has made it easier for cybercriminals to
create fake content that looks incredibly real, deceiving the victim, and making them
believe they are interacting with someone they trust.

2. The implications of deepfake scams are far-reaching, as they not only threaten personal
reputations but also the integrity of institutions and companies. For example, a deepfake
video of a company executive making fraudulent statements can mislead investors or
affect stock prices. Moreover, deepfake technology can be used in more sinister ways, such
as blackmailing victims or manipulating public opinion by spreading false narratives. The
spread of deepfake videos can cause significant emotional distress, damage relationships,
and lead to financial losses, making this a growing concern for both individuals and
organizations alike.

! National Crime Records Bureau. "Crime in India 2022: Statistics." Ministry of Home Affairs, Government of India, 2023.
2 Kaspersky Lab. "Ransomware Report 2022." Kaspersky, 2023.

% Reserve Bank of India. "Annual Report on Banking Fraud 2022-23." RBI, 2023.

4 Cybersecurity & Infrastructure Security Agency. "Phishing: A Growing Threat in Digital Transactions." CISA, 2023.

5 Deepfake Detection Institute. "The Rise of Deepfake Scams and Their Legal Implications." Journal of Cyber Law, 2022.
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1.

Cryptojacking:

Unauthorized use of someone’s computer to mine cryptocurrencies has become a
significant issue, often going undetected for long periods.® Cryptojacking occurs when
cybercriminals use someone else's computer or network to mine cryptocurrencies without
their knowledge or consent. This is often done by infecting the victim’s system with
malicious software that runs in the background, consuming processing power to mine
cryptocurrency. Unlike traditional ransomware, cryptojacking doesn’t lock the victim out
of their system but rather uses their resources to generate profit for the attacker. The victim
often remains unaware for a long time as the mining process typically runs silently without
any visible signs.

The consequences of cryptojacking can be severe, especially for organizations with large
networks of computers. The unauthorized mining of cryptocurrency can slow down
systems, increase electricity consumption, and cause hardware damage due to the
continuous high load on the machines. As cryptocurrency mining becomes more resource-
intensive, the impact of cryptojacking grows, particularly for businesses that rely on high-
performance computing. Organizations that fail to secure their systems against such attacks
may end up with hefty repair costs, productivity losses, and potentially compromised data
security.

Social Media Exploitation:

Cyberstalkers and online harassers use social media platforms to intimidate, blackmail, or
spread false information about victims.” Social media platforms have become prime targets
for cybercriminals engaging in cyberstalking, harassment, and manipulation. Cyberstalkers
may use information available online, such as personal details, photos, or updates, to
intimidate, blackmail, or defame their victims. The anonymity provided by these platforms
allows cybercriminals to engage in behavior that would be more difficult to carry out in
real life. Social media exploitation can range from spreading false rumors to sending
threatening messages, with some offenders using fake profiles to further manipulate or
control their victims.

In addition to individual harassment, social media exploitation can be used for more
harmful purposes, such as identity theft or financial extortion. Scammers may use a
victim’s online presence to create fake accounts and gather private information to perform
fraudulent activities. The public nature of social media also means that these cybercrimes
can easily spread, leading to a wider audience and potentially irreversible damage to the
victim's reputation. The emotional toll on victims can be significant, as they experience
anxiety, fear, and a sense of helplessness when their privacy is violated in such a public
way.

& Symantec Corporation. "Cryptojacking Attacks: Trends and Prevention." Symantec, 2023.
" Indian Cyber Crime Coordination Centre. "Online Harassment and Social Media Exploitation: A Study." Ministry of Home

Affairs, 2022.
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» loT Hacking:

1. With the proliferation of smart devices, hackers target Internet of Things (IoT) systems to
gain access to private data or disrupt critical services.® The rapid expansion of the Internet
of Things (1oT) has created new avenues for cybercriminals to exploit vulnerabilities in
connected devices. Smart home devices, medical equipment, industrial machines, and even
vehicles are now interconnected, creating a larger attack surface for hackers. Through
loT hacking, cybercriminals can gain unauthorized access to sensitive data, manipulate
device functionalities, or even disable critical systems. For instance, hackers might target
smart home devices to eavesdrop on conversations, or manipulate traffic systems by
hacking into connected vehicles, causing physical harm.

2. The primary concern with 10T hacking is the lack of robust security protocols in many
devices, which often have weak or outdated firmware. This makes it easier for
cybercriminals to exploit vulnerabilities and launch attacks. Moreover, 0T systems are
frequently interconnected, meaning that a single compromised device could provide access
to a larger network. In some cases, 10T hacking can result in disruptions to vital services,
such as healthcare, energy, or transportation, potentially leading to severe societal
consequences. The growing reliance on 10T devices makes securing these networks an
urgent priority, as the repercussions of an 10T breach can be far- reaching, both financially
and socially.

» Cyberbullying:

Cyberbullying involves the use of digital platforms, such as social media, messaging apps, or
websites, to harass, intimidate, or target an individual with harmful or abusive behavior.® Unlike
traditional bullying, cyberbullying can happen 24/7, with no physical boundaries or safe spaces. Victims
are often harassed through anonymous posts, hurtful messages, or the spreading of rumors, which can
escalate into a cycle of emotional and psychological distress. With the rise of social media platforms,
cyberbullying has become more pervasive, especially among teenagers and young adults who may feel
isolated or vulnerable.

The emotional impact of cyberbullying can be devastating, leading to anxiety, depression, low
self-esteem, and in extreme cases, suicide. The anonymity offered by the internet often emboldens
perpetrators, making it easier for them to carry out their harmful actions without fear of immediate
consequences. Additionally, the rapid spread of harmful content can make it difficult for victims to
escape, as hurtful comments or posts are often shared widely, magnifying the harm done. Cyberbullying
laws are being enacted in various regions, but addressing this issue remains a complex challenge as the
digital landscape continues to evolve.

» Software Piracy:

Software piracy refers to the illegal distribution, copying, or use of software without the proper

8 Internet of Things Security Foundation. "loT Security Risks and Countermeasures.” 2023.
9 UNICEF. "Cyberbullying: Impact on Youth and Preventive Measures." UNICEF Report, 2022.
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authorization from the developer or copyright holder.° This can include downloading cracked versions
of software, distributing pirated software, or using unlicensed copies of programs. While it might seem
like a victimless crime, software piracy undermines the software industry by depriving creators of their
due revenue and disincentivizing innovation. Additionally, pirated software is often bundled with
malware or other malicious code, putting users' personal data and devices at risk. The impact of
software piracy extends beyond financial loss to the broader economy, as it can discourage investment in
new technologies and reduce the potential for job creation within the software development industry. In
some cases, organizations may unknowingly use pirated software, exposing themselves to legal
consequences, fines, or reputational damage. With the rise of cloud-based services and subscription
models, combating software piracy has become more challenging, but the increasing awareness about
the risks associated with pirated software has led to stricter enforcement and legal actions in many
countries.

» Hacking:

Hacking is the act of unauthorized access to or manipulation of computer systems, networks, or
digital devices. Cybercriminals engage in hacking for various reasons, including stealing sensitive data,
disrupting services, or gaining control over systems for malicious purposes. Hackers may exploit
vulnerabilities in software, hardware, or network security to gain access, often using techniques such as
phishing, brute-force attacks, or malware to bypass security measures. The most common targets for
hacking include financial institutions, government agencies, and large corporations, but individuals are
also vulnerable to attacks.

Hacking can have devastating consequences, ranging from identity theft and financial losses to
data breaches and espionage. Organizations that fall victim to hacking incidents may experience
significant reputational damage, legal consequences, and financial setbacks due to the costs of data
recovery, customer notification, and regulatory fines. As cybercriminals continue to develop more
sophisticated hacking techniques, it becomes increasingly important for businesses and individuals to
invest in cybersecurity measures and stay informed about the latest threats to prevent unauthorized
access to their systems.

» Cyber Terrorism:

Cyber terrorism refers to the use of digital technologies and cyberattacks to cause widespread fear,
disruption, or harm, often for political or ideological purposes. Unlike traditional terrorism, which relies
on physical violence, cyber terrorism targets critical infrastructure, financial systems, or government
agencies to cause chaos and undermine national security. Cyber terrorists may launch attacks such as
Distributed Denial of Service (DDoS), ransomware, or data breaches to disrupt the functioning of
essential services, including transportation, healthcare, or energy systems. The impact of cyber
terrorism can be profound, as these attacks can not only cause immediate damage but also instill fear and
uncertainty among the public. A successful cyberattack on critical infrastructure could have long-term
consequences, including economic damage, loss of life, or a breakdown in societal order. Governments
and organizations are increasingly investing in cybersecurity to protect against these types of attacks, but

10 Business Software Alliance. "The Global Impact of Software Piracy." BSA, 2023.
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the evolving nature of cyber terrorism presents a persistent challenge for national security.
» Banking Fraud:

Banking fraud involves the use of deceptive practices to gain unauthorized access to financial
resources or accounts. Cybercriminals employ various techniques, such as phishing, identity theft, or
malware, to trick individuals or organizations into revealing their banking credentials. Once the
fraudsters obtain this information, they can make unauthorized transactions, steal money, or take control
of the victim’s account. With the rise of online banking and digital transactions, banking fraud has
become more sophisticated, with criminals often targeting individuals through email or social media.
The financial impact of banking fraud can be significant, with victims facing losses ranging from small
amounts to large sums of money. Financial institutions also bear the cost of fraud prevention,
investigation, and reimbursement. As online banking continues to grow, both individuals and banks need
to prioritize security measures such as multi-factor authentication and encryption to safeguard financial
information from cybercriminals. Awareness of common fraud tactics is also crucial in helping
customers avoid falling victim to these scams.

» Spamming:

Spamming refers to the unsolicited and often irrelevant mass distribution of emails, messages, or
advertisements to a large number of recipients. While spam is commonly associated with email inboxes,
it can also occur on social media platforms, instant messaging apps, or forums. The goal of spamming is
typically to promote products, services, or websites, or to spread malicious content such as malware or
phishing links. Spammers often use automated bots to send out large volumes of messages,
overwhelming inboxes and causing disruption.

While spam may seem harmless at first glance, it can have serious consequences. Spam emails or
messages that contain malicious attachments or links can lead to phishing attacks, data breaches, or the
installation of malware on victims' devices. Additionally, spam can clog up communication channels,
making it difficult for legitimate messages to get through. In some cases, spammers may also use
phishing techniques to trick individuals into providing personal or financial information. Legal
regulations, such as the CAN-SPAM Act, have been introduced to combat spamming, but the increasing
sophistication of spammers continues to pose a challenge for cybersecurity professionals.

Conclusion

Cybercrimes have become a pervasive and rapidly evolving threat in the digital age, impacting
individuals, businesses, and governments across the globe. In India, where digital penetration continues
to increase, the rise in cybercrimes demands urgent legislative reform and more robust cybersecurity
measures. Despite the existence of laws like the Information Technology Act, 2000, significant gaps
remain in addressing emerging threats like deepfakes, cryptojacking, social media exploitation, and
cyber terrorism, among others.

The evolving nature of cybercrimes requires a dynamic legal framework that can adapt to new
challenges. The lack of comprehensive laws, jurisdictional issues, and low reporting rates further
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exacerbate the problem. Therefore, it is critical for India to update its cyber laws, enhance international
cooperation, and improve enforcement mechanisms. Moreover, building the capacity of law enforcement
and judicial bodies to handle complex cybercrime cases is essential.

Emerging cybercrimes such as deepfake scams, cryptojacking, and IoT hacking are challenging the
existing legal framework, and their rapid growth underscores the need for a proactive approach. The
emotional, financial, and social consequences of cybercrimes—ranging from cyberbullying to banking
fraud—highlight the importance of comprehensive data protection, increased public awareness, and
stronger deterrents to cybercriminals.

India must focus on international collaboration to combat cybercrime effectively. Cybercrimes
often transcend national borders, making it essential for countries to share intelligence, resources, and
best practices. Furthermore, building awareness among the public about cybersecurity best practices and
reporting mechanisms is crucial to tackling cybercrime at the grassroots level.

In conclusion, bridging the gaps in Indian legislation and enhancing cybersecurity measures are
crucial to ensuring a safer digital environment. By modernizing laws, improving enforcement, and
fostering international cooperation, India can better protect its citizens and institutions from the ever-
growing threat of cybercrime.
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